What if someone stopped you from accessing your files or even using your computer? What if they demanded an amount to get the access back to you? With most financial and social interactions revolving around three critical aspects -firstly the use of digital data and files, secondly computer systems and last the unsecure internet. This is where Ransomware using Bitcoin has become a major cause of concern in form of a new age digital extortion threat to home and corporate user alike. In this paper we discuss Ransomware on the ways and methods adopted by cyber criminals to holding ransom an innocent user's digital data and systems.
Introduction
With the recent explosion of internet and use of personal computers, has led to cyber criminals' subject users to extortion on a massive scale never seen before. Ransomware is digital extortion by pushing a malware code to infect a user system from different infection vectors like browser exploit kits, drive-by freeware apps, malicious email attachments, links offering free software or advertisements offering free cash and incentives.
The malware injects a malicious code into the user system that installs randomly in the system location as an executable. This code then takes the user system hostage by preventing users from accessing their computer systems normally, stopping certain applications or input devices from running or encrypting user data files and using scare tactics like asking the user to either do something like pay a ransom amount in form of Bitcoin or fill in surveys before releasing the system or data. The Ransomware malware have a high degrees of capability inbuilt to run a 64 but code from its 32 bit TOR dropper, recent malware variants are known to switch the execution context of processor from 32 to 64 bit on a WOW 64 bit environment. Bitcoin transactions are stored in a public ledger known as Block Chain, where in money exchange is seen by the entire network almost immediately and recorded making it difficult to identify the owners, however the system is not anonymous. These are not actually owned by any single company and are more like email exchanges where no one can block two entities from exchanging emails, details or Bitcoins among themselves. Bitcoins are used for sending or receiving money with anyone, anywhere globally at a very small transaction cost. The payments cannot be blocked or frozen. Short of turning off the entire world's internet, and keeping it turned off, the Bitcoin network is seemingly unstoppable.
The rise in Bitcoin value has been phenomenal; about 25 Bitcoins are created every 10 minutes globally. In 2011 1 Bitcoin was under $1, currently 1 Bitcoin is worth 100s of US$. As Bitcoin's demand and popularity increases, 1 Bitcoin might well be worth hundreds of thousands of dollars.
As Cyber Security experts battle against malware infections and Ransomware extortions, the financial losses for innocent user and corporate keep increasing as recently in August 2015 FBI announced US $18 million as "stolen" due to Ransomware. India ranks 9 th for Ransomware attacks worldwide even as US, UK, Japan, Australia and Germany are others. These type of extortion attacks are usually done by infecting the user systems with a malware as a rouge malicious code. The top Ransomware malware abound globally is Crowti.
Threat Behavior Of Ransomware Variants
Ransomware malware have been seen to have two major variants -the most common version is Crypto Ransomware that encrypts the files and data while the other version is Locker Ransomware that locks down the user system, applications or input devices, preventing the target user from normal operations.
 Crypto Ransomware
This is a data locker the malware once injected into user system, works in stealth mode to search for files and data. During this time the system continues to work normally as critical OS and system files are not targeted or the system's functionality is not tempered to raise any suspicion. Then the malware encrypts the user files and data. This makes the files and data unusable to the user forcing them to pay in order to obtain the decryption key. This is a computer locker that locks the user system or even input interface devices like mouse or keyboard and denies access to computer systems. The malware then asks user to pay a fee in order to restore normal access and even ensures limited functionality to just interact with the Ransomware like keeping mouse and numeric keyboard keys enabled to input ransom amount. This malware keeps the system and files untouched and can be removed to restore a system to its original state relatively easily as compared to the data locker malware. 
Ransomware techniques
While Ransomware is devised for extortion of money from innocent users making them victims of malware attack, the manner in which this is performed can be varied from operational and technical aspects.  File Encryption Ransomware: Recent crypto Ransomware use symmetric as well as asymmetric encryption methods. In Symmetric crypto a single key encrypts the user data and the same key decrypts the encrypted data. The attacker sends the key after payment or request from the victim. Symmetric encryption using 256-bit keys is generally faster, effective and swift as compared to other types. Asymmetric crypto involves two different keys as a public key to encrypt the user data and a private key to decrypt that data. The private key is shared by the attacker with the victim after payment. Since two keys are involved the attacker is relatively on a higher level of negotiation, the only problem seen here is when trying to encrypt huge number of large sized files and data, could take a long time exposing the malware operation before the encryption is complete. Also in case the user disconnects access to internet, the data encryption process cannot start unless the Ransomware needs to contact the malware server and download the encryption key. This dependency on the malware server is a weak spot for this type of attack. To resolve this weak link, attackers follow some of the following methods  Malware like Crypto Defense use AES symmetric and RSA asymmetric encryption techniques by encrypting user files with a common 256-bit AES key, however using a different RSA private key to decrypt for each infection. However, access to internet and server is required.  CBT Locker malware generate a 256-bit AES symmetric key for encrypting user files and then encrypt that AES key with a RSA public key. The encrypted AES key is added to the encrypted files. To decrypt, the user requires the RSA key and has to reach out to the attacker. Here access to internet is not essential.  Screen lock Ransomware: This approach displays a message on the user system screen and even android mobiles with the malware Trojan constantly getting the locker window to foreground in a continuous loop utilizing APIs from the operating system itself to perform this task.
 Windows & Browser Lock:
This infects Windows OS, displaying a message on the system screen or browser controlling the background threads and applications ensuring the message is active. The malware is not executable and the ransom message page contains just images and HTML code running JavaScript executing within the web browser.  POPUP Advertisements: As POPUP advertisement get displayed when accessing web sites, the main concept and goal behind popup malware is to get the end user to click the pop up at least once. The malware attacker gets paid for each click by having a unique ID for its malware application. Once clicked, another web window opens that takes the end user to another URL that has malware waiting to be pushed by using java or flash. Initially web browsers had pop up blockers but those blocked even useful popup windows and attackers methods improved to bypass the web browser popup blockers using a simple Java script as below: <HEAD> <SCRIPT LANGUAGE="JavaScript"> <!--Begin function popUp(URL-REDIRECTION) { day = new Date(); id = day.getTime(); eval("page" + id + " = window.open(URL, '" + id + "', 'toolbar=0, scrollbars=0, location=0, statusbar=0, menubar=0, resizable=0, width=200, height=300,left = 740,top = 375');"); } // End --> </script> <form> <input type=button value="Open the Popup Window" onClick="javascript: popUp('http://mailicious.url.net/expl01tu')"> </form>  Mozilla web browser released a popup blocker patch update in 2005 that prevented Java and Flash pop ups and using a simple function we can detect a popup blocker and work to bypass the blocker as:
function DetectBlocker() { var oWin = window.open ("","detectblocker","width=100,height=100, top=5000,left=5000"); if (oWin==null || typeof(oWin)=="undefined") { return true; } else { oWin.close(); return false; } In recent times, Adobe Flash is being used for pop up advertisements making the pop up being virtually not getting detected as no popup s are displayed and the advertisement run from the web landing page itself or the current window. Then they push the ransomware script and execute it on the fly.
The main reason for using popups by malware creators is to redirect the unsuspecting end user to another location with little or hardly any visible change in the URL as icic.com instead of the correct icici.com OR GO0GLE.com instead of GOOGLE.com. Such malicious redirects give an opportunity to the attackers to a copy of the site they wanted to browse (say a bank site) that is in fact filled with multiple attack vector injection points where once the victim clicks anywhere on the page and becomes infected with malware leading to ransomware executable files to be pushed to their systems (even asking for their bank logon and password).
A more sinister method being employed by the attackers for planning Ransomware attacks is to push scripts and get access to user trace logs for servers and sites. This method is used to detect which sites are accessed regularly by the user and collect his/her browsing pattern and plan an advanced intelligence method by the attackers against those sites and push their malicious malware applications to those sites for ransomware attacks.
Another method of way lading the end user is by modifying the meta data of search engines for specific keywords, targeting those end users who regularly first search for a word and then access the web site from a search engine, instead of typing the web site name.
Protection from Ransomware
Like most cyber threats and attacks, Ransomware can be avoided by following the below mentioned steps:  Always have an updated Antivirus, Anti
Malware and Web browser monitoring software with a personal firewall running on each user system. While strong personal firewall enforcing rules for what goes out or comes into the system and having an Anti Malware application blocks most malicious code from infecting the user systems, ensuring the security applications are up to date is most critical.  Maintaining a regular back as often as possible or after a major project to either an external hard disk or an online cloud backup service reduces the threats, as the user can simply wipe and reimage the system to default starting afresh and restoring data.  Popup blockers should always be kept enabled as these are the main tactic used by the attackers to display luring advertisements and offers. Users need to simply close the popup if finding them suspicious.  Never open links and attachments inside spam emails or from unknown senders. Attackers create fake sites, trying to entice users to enter their user id and passwords.
In case the system does actually get infected and the screen displays the Ransomware note, immediately disconnect from Internet. This would deny any personal data from being sent back to the attackers, then shutting down the computer would stop encryption process to continue. By reimaging and reinstalling the OS and application software and restoring data from back, the user would be to normal operations.
Research Done
The authors propose implementing a Cloud based Sandboxing system as a cloud based service over the internet in which an On-premise sandboxing be used to check for the malware in all executable applications being downloaded by users.
o The authors implemented a sandboxing system (authors named it MALaaS) made available as a cloud based service over the internet in which an on premise sandboxing environment with virtual systems for analysis setup used to check malware in end user executable application that are downloaded by the users. o The sandbox environment analyzes and collects the data to check the presence of suspicious malware. Basic dynamic analysis method was used for analysis and the behavior observed. o The sandboxing environment helps in performing the analysis, executing the malware is that the sandbox runs as a separate system, even as it has un-trusted insecure programs, and yet blocks crypto or lockers from reaching the real network systems. o Testing the malware in this manner requires the malicious code be run and observe its behavior, even as this results in infect the sandbox system making it potentially unsafe. Hence the authors performed the tests on isolated system environments. As compared to signature based antivirus scanning systems, this process can have its own advantages. The Anti Malware scanning security is shown here that it can be offered as a cloud service with the scanners operating from a secure cloud platform.
When the above suspicious actions were observed on the endpoint system, the MALaaS would block the malicious or infected application program and report the incident to the cloud sandbox system. In this way, other users of the same application program get benefited from the experience of other users. Apart from having the advantages of being a cloud based services which offers user driven implementation, elasticity and pay-as-you-use model. This even helps save huge costs and promotes the concept of BYOD (Bring your own Device). This approach also has few more advantages:  Public Cloud Scanners are not limited by hardware infrastructure, making them highly scalable and elastic. Thus tracking malware over long periods, searching in huge anti malware database and have robust malware profiles of targeted threats is not confined to lack of computing power.  Cloud Service is customizable, having the ability of being updated thru any method, OS type or version apart from the default set of images. In fact organizations can upload their preferred images, signatures or even a custom environment configured for scanning their employee systems.  Being a Cloud based sandbox, the service is not limited by geography. When attackers target office employees located in remote regions than on premise sandbox is running (usually organization's IT Data center), the cloud service will quickly update employee systems globally and help avoid and block the attack.
Conclusions
Ransomware is the product of cybercriminals who seek to create a reliable source of direct income from victims worldwide. Starting from less persuasive forms of direct revenue generation using misleading applications such as PC performance tools, cybercriminals learned and iterated over the years and with each step, ratcheted up the levels of aggression. Malware attacks progressed from misleading apps to fake antivirus scams and then later moved onto pure Ransomware in the form of locker and crypto Ransomware threats that are so prevalent today. The Bitcoin can change the financial landscape we see today and the growing demand of this digital currency application might just be the beginning for a new world order. Malicious code is seen as the primary enabler for any attacker to help gain access and maintain a foothold on the end user system. The probability of finding malware programs and malicious codes during detection is useful when used with the proposed cloud based sandbox environment.
